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Security

Built for security:

* Files copied to destination
* 3x Malware Engines
* Session reset after scan

Benefits

User-friendly in operation:

* Ease of use
* Signed malware updates
* Detailed scan-report

Future proof

The keyboard, smartcard
reader and network
interfaces are prepared for
future remote integration.

File Scanner Kiosk

USB Malware Scanner

The File Scanner Kiosk inspects data on USBs. Insert the source USB
media and wait for the three independent malware scanners to scan
the files. Insert the destination USB media to collect the clean files.

General

The File Scanner Kiosk is a standalone physical device used for scanning
files for malware with ease before moving them into a sensitive IT system.

Easy to Use

The File Scanner Kiosk is extremely user-friendly. The user inserts a USB
into the device after which the solution automatically performs the data
inspection.

The updated malware signatures for the three independent malware
scanners are signed by Advenica and available for download directly
from advenica.com. No need to register with 3:rd party vendors, all 3rd
party license costs are included in the Advenica License Agreement.

Use Cases

Typical use cases include:

* Importing device installation files
* Importing software update files

* Importing user data

* Scanning external media for malware

For example: At the reception of a production facility, there is an Advenica
File Scanner Kiosk. All visitors to the production facility are required to
submit their USB to the File Scanner Kiosk for inspection.



File Scanner Kiosk Technical Specifications

Functionality
* Easy fo use

* File reading to/from USB media

Management
* User interface on local display
* Export/Import of configuration file
* Rsyslog for log forwarding

* File inspection with 3x Malware scanners

* Hardened operating system
* No persistent data storage
* Remote logging (rsyslog)

* Built-in 5-inch display

* Prepared for future remote integration

Performance
* i3 CPU
e 64 GB RAM
* 2x Gbit Ethernet (R145)
e USB 3.1

Power Connections and Consumption

* Operating Voltage
1x 100-240VAC

* Operating Frequency 50-60Hz
* Power Consumption 60W

Physical Security
* Kensington Security Slot
* Robust Aluminium Enclosure
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Dimensions and Weight

Device Dimensions
200 x 230 x 70 mm (WxDxH)

Device Weight
4 kg

Operating Conditions

Storage
-20 - +60°C, 5% ~ 95% RH non-condensing IEC
60721-3-1 (1K3/1B1/1C2/152/1M2)

Transportation

-20 - +60°C, 5% - 95% RH non-condensing IEC
60721- 3-2 (2K2/2B1/2C1/251/2M2)

Operation

+5 - +40°C, 8% - 90% RH non-condensing IEC
60721-3-3 (3K3/321/3B1/3C1/3S1/3M2)

Cooling

Passive cooling. Aluminium enclosure acts as a heat-
sink
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Advenica provides cybersecurity solutions within encryption and network segmentation with the
highest level of EU-and national approvals. We were founded in 1993 and are based in Malms,
Sweden, where most of our products are designed, developed, and manufactured. Advenica
specialises in the sectorsof defence, authorities, infrastructure, and industry. With decades of
experience working with Sweden’s national security, Advenica is known for delivering cybersecurity
with exceptional service.

Read more at advenica.com
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