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Secure file import from user portals

Portals are often used both for external and internal sharing and collecting of various types of
information. Such portals are natural hubs between potentially large numbers of different
parties and therefore present an effective attack vector for spreading malicious content,
intentionally or unintentionally.

Integrating user portals securely

Self-service portals have come to be the de-facto solution as a customer service interface. This leaves frivial tasks
such as handing digital documents from the organisation to the self-service portals. In return, freeing up the
organisations resources for better use. Yet these documents need to be trustworthy in order to securely process
them further, or even open such documents in a trusted domain computer, without the risk of malware infection.

File Security Screener for data scanning and sanitation

An effective way of ensuring secure import of digital documents from user portals is to run the entire package
through the File Security Screener, a scanning and sanitation solution from Advenica. The FSS solution can be
integrated into almost any self-service portal solution by its many interfaces. Keep the existing self-service portal
interfacing your customers and integrate the document share with the FSS. The documents will be automatically
fetched by the FSS and run through the scanning and sanitation process. Once the document reaches the

destination share, it can be used with high confidence.
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Keeping file portals clean

There are a number of advantages when using the File Security Screener for data import:

Saves costs
- Preventative scanning can save significant costs associated with addressing malware infections, including
downtime, recovery efforts, and potential legal fees

Easy to integrate

- Centralised solution that can serve multiple sources and destinations
- Integration to existing customer portal solutions

- Supports many interfaces for integration

Powerful technology

- Automated dataflow from ingress to egress

- Scanning, analysis, and sanitisation of incoming files

- Reporting, alerting and analysis of the processed data

- Multiple sanitation options such as multiscanning, Deep CDR and sandboxing

Advenica provides cybersecurity solutions within encryption and network segmentation with the
highest level of EU-and national approvals. We were founded in 1993 and are based in Malma,
Sweden, where most of our products are designed, developed, and manufactured. Advenica
specialises in the sectors of defence, authorities, infrastructure, and industry. With decades of
experience working with Sweden’s national security, Advenica is known for delivering

4 cybersecurity with exceptional service.
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